_ YTBEPHKICHO
TipukasoM o4t 222017t Ne B2

MMOJUTHKA
DBY3 «lIeHTp rHrHeHbl H NHAEMHOIOTHH B Bpsinckoii 06aacTh» B
OTHOLICHHH 00paGOTKH MEPCOHAIBHDBIX JAHHBIX

1.  TepMuHbl U OUpELEICHHA

Ilepconanehble mannsie (1) - nrodas nH(pOpMaLHs, OTHOCAIAICA K NIPAMO WM
KOCBEHHO OIIpe/IeTICHHOMY WIH OlpeieNiieMOMy QH3HIECKOMY JIHLTY (cyonexty [1/1H).

Oneparop - rocyAapcTBeHHEIH OpraH, MyHHIMNANBHBIA OpraH, JOpUIHIEcKoe WiId
DUBHUECKOE JTHLO, CAMOCTOATETEHO HITM COBMECTHO C IPYTHMH JIHIIAMH OPraHH3YIOIIME
(rwH) ocyluecTaisionte 06pabotky I1/1H, a TaroKe ONpeeAolie Ieu obpaborku I11/11,
coctas [1/IH, momiexanmx oopaboTKe, IeHCTBHA (onepauyu), coBepiaemsie ¢ [1JTH.

O6pabotka TIJlH - moboe reficTBHe (omepaums) WM COBOKYIHOCTS JAeliCTBHH
(omeparmii), COBEpIIAEMBIX C MHCTIONIb3OBAHHEM CPEJICTB ABTOMATH3AlMW  HIH oe3
MCTIONB30BaHMs Takkx cpencts ¢ IIJIH, Bkmouas cOop, 3alMCh, CHCTEMATH3ALMIO,
HAKOIUICHHE, XpaHCHMe, yTouHeHHe (oOHOBiICHME, W3IMEHEHHE), H3BICUCHHE,
HCIIONB30BaHMeE, Nepenady (pacnpocTpateHue, peloCTaBeHuUe, JOCTYTI), O0C3TUYHBEHHE,
GrnokupoBaHue, yanenue, yauaroxense [1/1H.

ApTomaTi3npoBankas obpaborka IlJla - oGpaGotka IlJlH ¢ MOMOLBIO CPENCTB
BEIUHCITUTENBHON TEXHHUKH.

Pacnipoctpanenue I1JIH - JA€HCTBUS, HampaBleHHBIE Ha PaCKpbITHE I1Iu
HeoIpeIeJIECHHOMY KpYTY JIUIL.
Tpenoctasnenvie IIJ[H - fAelicTBus, HampaBIeHHEIE Ha  PacKphITHE I1/In

OIpeaeeHHOMY Iy WM ONPEACIICHHOMY KPYTY JIHL.

Brokupoanue T1/IH - BpeMeHHoe NpeKpalieHue 00paboTKy T1/14 (3a UCKIIOYEHHEM
ciTydaes, eciid 06paboTka HeoOXouMa UIA YTOUHCHHA [1g).

Vauuroxenue [1JIH - IeHicTBHS, B PE3YJIBTATE KOTOPBIX CTAHOBHTCSA HCBO3MOXHBIM
socctaHoBuTh conepxanue I1H B ICTI/IH u (w1¢) B pe3ynbTaTe KOTOPBIX YHHUTOXAIOTCH
MaTepHanbHele Hocutean [1]1H.

O6e3muuripanne [1][0 - 1eiCTBHS, B pe3yJibTaTe KOTOPBIX CTAHOBHTCA HEBO3MOXHBIM
6e3 HCIIOMB30BAHUS JOTOMHHTENBHOM HH(OPMAIMH ONpeeNnTh NpuHamIeKHocTh [
KOHKpeTHOMY CyOBexTy I1/1H.

HUudopMailioHHas CUCTEMa IEPCOHATBHBIX JAHHBIX (UCI1H) - COBOKYIHOCTBH
comepxamuxcs B 0azax gamHex ILJlH M obecneunBarolnXx ux  06paborky
MH(OPMAIMOHHBIX TEXHONOTHUH B TEXHAYECKUX CPElICTB.

Tpancrpanvunas nepegada [1JH - mepenaya I1JlH Ha TeppUTOPHIO MHOCTPAHHOTO
rocyJapcTBa OpraHy BIACTH MHOCTPAHHOTO rocylapcTBa, HHOCTPaHHOMY bHU3HUECKOMY
JULYY WK UHOCTPAHHOMY FOPHIUYECKOMY JIHITY .

2.  Hasuauenue ¥ npaBoBas OCHOBA JOKyMEHTa

TMomuTixa ©BY3 «L{eHTp rMreHs! 1 SnuieMuonoruy B bpsanckoit obnacti» (manee
Mo TeKcTy — YupexIeHue) ONpeNeNsieT CHCTeMy B3IVIANOB Ha npoGeMy obecreueHus
HesomacHocty 1] M mpencTaBiseT CODOH CHCTEMaTH3HPOBAHHOE H3IIOXKCHHE uenel u
3a5a4 3aUIMTHI, KaK OZHO MJIM HECKONIBKO MpaBHi, NPOUEHYpP, NPaKTHYECKHUX IPHEMOB H
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PYKOBOAIMX NPVHIMIOB B 00JacTH MH(GOPMALHOHHOH 0€30MacHOCTH, KOTOPBIMH
PYKOBOICTBYeTCS YupeXJeHue B CBOeH JEATeNBHOCTH, @ Taloke OCHOBHBIX IPHHLIHIIOB
NOCTPOGHHSA, OPTAHM3ALMOHHEIX, TEXHOIOFMYECKMX M  MPOLCAYPHBIX — aClICKTIOB
obecneuenus Gezonacuoctd [TJIH.

3aKOHOJATeNbHONH OCHOBOM Hacrtosed IloaUTHKM ABJLTIOTCH KoHcTHTyLIHA
Poccuiickoil ®enepatim, [ paxaaHckyit, YronosHbii 1 TpyoBOH KOAEKCHL, PenepanbHEIA
3ax0H oT 27.07.2006 Ne 152-®3 «O nepcoHanbHBIX JaHHBIX», DenepanbHblit 3aK0H PO oT
02.05.2006 Ne 59-®3 «O mnopsike paccMOTpeHus oOpallleHHH rpaxiaH P®y», 3aKoHBI,
yKa3bl, TOCTAHOBIEHMs, JADYrMe  HOPMATHBHbIE  JOKYMEHTHI NelCTBYIOILIETO
3aKkoHOIaTemscTBa Poccuiickoit Penepanvy, nokyMentsl ®CTOK u ©Cb Poccu.

Ucnonpzopanre AaHHOH llomMTHKM B KayecTBE OCHOBBI Ul TOCTPOCHHA
KOMIUIEKCHOH cucTeMBl MH(bopMammonHo# GesonacHoctd [1/IH YupesxieHusa IO3BOTHT
OITHMU3KPOBATE 3aTPAThl HA €€ TIOCTPOCHHUE.

Tlpu paspaborke ITOMMTHKM Y4WTHBAIHCH OCHOBHBIC TPHHLMMBL  CO3NAHMA
KOMIUTEKCHBIX CHCTEM oOOecleyeHus ©Oe30MacHOCTH HMH(OpMAIMH, XapaKTepHCTHKH H
BO3MOKHOCTH OpTaHM3alMOHHO-TEXHHYECKMX METOZOB M COBPEMCHHBIX afiMapaTHO-
TPOTPaMMHBIX CPEJICTB 3alllUThI M IPOTHBOACHCTBHS YIPO3aM 6e30MM1aCHOCTH HHpOpMALIUH.

OcHOBHBIE TioJOKeHHs I[TOMUTHKHA Oa3WpyroTCsd Ha KAyeCTBEHHOM OCMBICIICHHH
BOIPOCOB 6€30MaCHOCTH MHGOPMAUMM M He 3aTParuBaiOT BONPOCOB IKOHOMHHECKOTO
(KOTHHYECTBEHHOIO) aHalM3a PUCKOB M OOOCHOBAHMA HEOOXOMMMBIX 3aTpaT Ha 3alliuTy

WH(pOpMalHH.
3. OCHOBHBIMH OOBexTamM¥ cHcreMbl OesomacHoctd [1/IH B YupexaeHHH
SIRNSHOTCA:

- MH(GOPMALMOHHEIE PECYPCHI C OTPAaHHYEHHBIM JOCTYTIOM, CONCPXKAIHE T IH;

- npoueccel obpaGorku [1Jln 8 MCIlH Yupexnenus, HHGOPMALMOHHEIE
TEXHOJNOTHH, pernamMeHTsl ¥ mpoueaypbl c6opa, oOpaboTkM, XpaHEHMS H [epenadn
MH(OPMAITHH, [IEPCOHATT Pa3pabOTUHKOB | O30BATENCH CHCTEMBI H €¢ 00CITYBAIOILHHA
TIepCOHAT,

= vH(OpMaLMOHHAS HHQPACTPYKTYpa, BKIIOYAIOMAs CHUCTEMBI 0bpaboTkn U
ananu3a HEGOpMaLA, TEXHHYECKHE U IIPOTPaMMHEIE CPeJICTBa ee 0OpaboTKH, TepeNiaiu 1
OTOOpaKeHHs, B TOM HHCIiC KaHalbl MHGOPMALOHHOIO obMeHa ¥ TeleKOMMYHHKAIIHHK,
CHCTEMBI M CpelCTBa 3allMTH HHQOpMAlMH, OOBEKTH! M MOMELICHUS, B KOTOPBIX
pACIIONIOMKEHBI TEXHIYecKHe cpencTsa obpabotku TTIH.

4.  VAHTepech! 3aTparuBaeMbIx CyObeKTOB HHOPMAIMOHHBIX OTHOWICHHH

Cy6pexTaMd MHGOPMALMOHHBIX OTHOILEHUH IPH ObecreyeHUH 6ezonacHocTH [1/1H
VupexaeHus ABILIIOTCH:

— YupexieHHe, Kak coOcTBeHHHK HH(OPMAITUOHHBIX PECYPCOB;

- PYKOBOAICTBO M COTPYAHHKM YUPEXIECHHS, B COOTBETCTBHH C BO3JOKCHHBIMH
Ha HUX QyHKUMAMKY,

= dbu3MUeCKHe JHLA, HE SBLIONIMECS COTPYNHHKAMM YUpEXIeHus, HO
HMEIOIIMMHU C HEH OTHOLIIEHUSA.

[epeuncinennble CyOheKTbl HHGOPMALMOHHBIX OTHOIICHHH 3aHHTEpECOBAHBI B
obecrneyeHHH:

= CBOEBPEMEHHOTO I0CTyTIa K HeoOxonmumbmM uM T1HH (1x JIOCTYTIHOCTH );

- JOCTOBEPHOCTH (TIOTHOTEI, TOYHOCTH, aICKBATHOCTH, uenoctHocti) [11H;
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- KOR(MUIEHIHAILHOCTH (COXpaHEHHA B taine) [111;

- AIMATHI OT HABS3BIBAHUS UM JIOXKHBIX (HEZOCTOBEPHEIX, HCKAKEHHBIX) [1]1H;

— pasrpaHMdYeHHs OTBETCTBEHHOCTH 33 HapylWeHHs HMX MpaB (MHTEpECOB) U
YCTaHOBJEHHBIX paBu obpaienus ¢ I1/1x;

= BOSMOYKHOCTH OCYLIECTBICHHS HENPEPHIBHOTO KOHTPOJS M YUPEXICHHS
nporeccamu 00paGoTky K nepenayn [1/1n;

- sauTh [1JIH OT HE3aKOHHOTO PaCTIPOCTPaHEHHA.

4.1. llenu 3aluThl

OCHOBHOM IIeNb0, Ha JOCTH)KEHME KOTOpPOH HamnpamleHbl BCE IMOI0XKEHHA
nacTosiuedl TIOTMTHKH, SBISETCS 3aumra CyOBeKToB HHGOPMAlMOHHBIX OTHOIIEHWH
VupexieHust 0T BO3MOKHOTO HaHeCEHHs UM MaTepHalbHOro, (QH3IECKOTO, MOPATTBHOTO
Wi MHOTO yinep0a, MOCPeACTBOM CiIy4aHHOrO WM NMpeIHaMEpeHHOro BO3JEiCTBIA Ha
[1/14, MX HOCHTEJIH, poLecch 00paboTKK U nepefaTt.

VikazaHHad 1elb JOCTHraeTcss TOCpelcTBOM ofecmedeHMs U IOCTOAHHOTO
IOJUIEPKaHHS CleyoUMX cBoHcTB I1/1H:

= JOCTYITHOCTH ans JNeraTbHBIX IOJIL30BaTENEH (ycroiquBoro
()yHKITMOHMPOBAHHS HHQOPMAITHOHHBIX CHCTEM Y UPEXKICHHS, IPH KOTOPOM TOJIL30BATEIH
HMEIOT BO3MOXHOCTb NOTy4eHHs HeoOxomuMelx I1/[H ¥ pe3ynbTaToB peIlCHM 33/aq 3a
TIpUeMIIeMoe JUIS HHX BpeMsi);

= LIe/IOCTHOCTH M ayTeHTHYHOCTH (MOATBEPIKAeHHe aBTOpCTBa) I1JIH, XpaHHMBIX
¥ oGpabaThiBaeMbIX B HH(QOPMALMOHHBIX CUCTEMaX YUPEHICHHS M flepeaBacMoH TI0
KaHAJIaM CBA3H;

- KOH(QHUIEHIMATBHOCTH - COXPAHCHHX B TaiiHe ompeneneHHo# wactd I1JIH,
XpaHHMBIX, 00pabaThIBaeMBIX H [I€pe/IaBaeMbIX IO KaHa/laM CBS3H.

Heo6X0muMBIi YpoBeHb JOCTYTTHOCTH, LETOCTHOCTH ¥ KOHQUICHIMATLHOCTHA I1x
0beCeyrBaeTC] COOTBETCTBYIOIIMMM MHOXECTBY 3HA4MMBIX YIpo3 METOIaMH H
cpelcTBaMH.

4.2. OcHOBHBIE 3a7a9H CHCTeMbI obecriedednst Ge3onacHocTd I1/IH

Jlist TOCTHIXKEeHUs] OCHOBHOM LeI 3alMTh H 00eCeueH s yKa3aHHbIX cpoiicts I[J1H
cucTeMa  obecmeueHns MHOOPMAIMOHHOM  OesomacHOCTH — YUpeAUICHHS — O/DKHA
obGecrieunBaTh 3 (eKTHBHOE PELIEHHE CIIeTYIOIMX 3a/1a4:

- CBOEBPEMEHHOE BbUIBJICHHE, OLIEHKa W [IPOTHO3MPOBAHME HUCTOYHHKOB YIPO3
uH(OPMAIMOHHOM Ge30IacHOCTH, NPHYMH U YCIIOBHH, CNOCOOCTBYIOIMX HAHECCHHIO
yimep6a 3aHHTEPECOBAHHBIM CyOBEKTaM HHQOPMAIMOHHEIX OTHOINEHHUH, HapYIIEHUIO
HOPMATEHOTO ()yHKIMOHAPOBaHHS HHPOPMALMOHHBIX CHCTEM YupexaeHus;

- CO3TaHHE MEXaHU3Ma OTEPaTHRHOTO PearupoBaHKs Ha yTpo3bl 0e30MacHOCTH
WHGOPMALIMK U HETaTUBHBIE TEHICHLIMY;

- cO3laHHe YCNOBUH 118 MHUHMMH3AIMHA ¥ JIOKAIM3aMA HAHOCHMOTO yiepba
HENPaBOMEPHBIMH ~ JeHCTBUAMH  (QM3MYECKHX H IOPHIMYECKHX  JHI, ocnabnenue
HEraTHBHOTO BIMSHHS ¥ JIMKBHAAUMS TIOCICACTBAN HapylleHHMs Oe30MacHOCTH
HH(OpMaLUHK;

- 3aIMTy OT BMEIIATEBCTBA B IPOLece GYHKIHORUPOBAHHA uH(GOPMAITMOHHBIX
CHCTeM NOCTOPOHHHKX JIML( (ZOCTYT K MHQOPMALIHOHHBIM pecypcaM [O/DKHBI UMETE TOJILKO
3aperHCTPUPOBAHHEIE B YCTAHOBICHHOM ITOPSIKE [OJIB30BATEH);
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- pasrpaHMYEHHe NOCTYTIA MOMb30BaTeNed K MH(GOPMALIOHHBIM, AIITAPaTHhIM,
[[POrPAMMHBIM U HHBEIM peCcypcaM YHpekKACHNA (BO3MOXHOCTh JIOCTYTa TOIBKO K TeM
pecypcaM H BBITIOJIHEHMS TOIBKO TeX omepaudii ¢ HHMH, KOTOPBIE HEOOXOIVMEI
KOHKPETHBIM [1OJIb30BATE/SM JUI BBIMOHEHHA CBOUX CITy*%eOHBIX 00513aHHOCTEH), TO €CTh
3AIUUTY OT HECAaHKIIMOHMPOBAHHOTO JAOCTYTIA;

= obecrieyenne  ayTeHTHQUKaUMM  MONB30BaTened, — y4acTBYIOIMX B
uH(pOpMALMOHHOM 0OMeHe (MOATBEPXKICHHE MOUIHHHOCTH OTNPaBHTCH U MOTydarTess
HH(pOPMALHK);

- 3IUMTYy OT HECAaHKIMOHMPOBAHHOH MOTH(UKALMA  HWCHONb3YEeMbIX B
MHGMOPMALMOHHBIX CHCTEMAX YUPEXICHHS NPOrpaMMHBIX CPEACTB, a TAKOKe 3allUTy
cHCTeMbl OT BHEIPEHMS HECAHKUMOHMPOBAHHBIX IPOTPaMM, BKIOYAd KOMIBIOTCDHBIC
BHPYCBI,

- 3amUTy MHGOPMAUMH  OTPAHMYEHHOTO IONB30BAHWA  OT  yTEHKH IO
TeXHHYECKMM KaHaaM IIpH ee 00paboTKe, XpaHEHHH U Nepe/iate 1o KaHaiaM CBA3H.

4.3. OcHOBHBIE TTYTH PELICHHs 33134 CHCTEMbI 3aLIHThI

[TocTaBieHHbIE OCHOBHBIE LIETH 3aLIMTH ¥ pEIUEHHE IePEUMCIICHHBIX BBIIE 3a/1a4
JAOCTHUTAKOTCSL:

— CTPOTMM YYETOM BCeX MNOIEKAUMX 3allUTe pecypcoB HHGOOPMAIMOHHBIX
cucteM VYupexieHus (MHGOpMAIlMH, 3a1a4, AOKYMEHTOB, KaHAlIOB CBA3H, CEpBEPOB,
ABTOMATH3HPOBAHHBIX PabOUNX MECT);

~ ’KypHATHPOBaHHEM JIeHCTBHH MEpPCOHaa, OCYIIECTRIOLIETO 00CITy>K1BaHHE
¥ MOAM(UKALMIO MPOTPAMMHBIX 1 TEXHHHECKHX CPEACTB HH(OPMALIHCHHBIX CUCTEM;

- TIOJIHOTOM, peaibHOH BBINONHUMOCTEIO H HEMPOTHBOPEYHBOCTHIO TpeboBaHUHA
OpraHM3alHOHHO-PACTIOPSIHTEBHBIX  JTOKYMEHTOB VupexzaeHus 1O BOMpocaM
obecrnieueHns 6e30nacHOCTH HHPOPMALHK;

- [IOFOTOBKOH  JIOJDKHOCTHBIX JIMI[ (COTPYIHHKOB), OTBETCTBEHHBIX 32
OpraHM3alMi0 H OCYIIECTBIIEHHE MNPAKTHHECKHX MEpOIpUsTH TI0  0DecreuyeHHIO
6ezonacuocty I1JIH 1 nponeccos UX 06paboTKy;

- HAlelieHHEM  K@KIOro  COTpyZAHyKa  (TOAb30BaTeNi) — MHHMMAIBHO
HeOOXODUMBIMM Ul  BBIIOJHEHHS HM CBOMX  (yHKIHOHATBHBIX 00s3aHHOCTEH
[TOJTHOMOUMAMH T10 JOCTYTTY K HE(QOPMALIMOHHEIM PecypeaMm Y UpexIeHUS,

- YeTKMM 3HAHMEM W CTpOrdM cOOMOIEHHEM BCEMH  MOJIB30BATCIAMH
HHGOPMALIMOHHEIX CHCTEM VYapexneHus TpeboBaHKH OpTraHU3aLMOHHO-
PACTIOPAIUTENBHBIX JOKYMEHTOB 10 BONPOCaM obecriesenus 6e30nacHOCTH HH(OPMALIMK,

- MIepCOHANBHOM OTBETCTBEHHOCTBIO 32 CBOH JCHCTBUA KXKIOTO COTPYIHHKE, B
paMKax CBOMX ()YHKIIMOHAIbHBIX 0Df3aHHOCTEH MMEIOLIETo JOCTYT K HHGOOPMaIHOHHELIM
pecypcam YupexIeHN ;

= HeNPepbIBHEIM NOJIEPKAHWEM HeoOX0AUMOro  ypoBHA  3alMIIEHHOCTH
3NEeMEHTOB HHGOOPMALIMOHHOH Cpefibl;

- IpMMeHeHHeM (H3MYECKUX H  TeXHHYECKUX (IpOIPaMMHO-aIapaTHBIX)
CPEZCTB 3alTUTHI PECYPCOB CHCTEMb] U HEIIPEPHIBHON AIMMHHCTPATHBHOH TOJJIEPIKKOH MX
HCITIOJIb30BAHMS,

- >(QGexTHBHBIM ~ KOHTPOJNEM  Hal coOMmofAeHueM  I10JIb30BATEIAMH
MHGOOPMAIHOHHBIX PeCypcoB TpeGoBaHYH M0 obecreye 1o 6e30MacHOCTH HH(OPMAaLHy;
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i~ JOPHIMIECKOM 3AIIMTON HHTEPECOB YUPEKNCHUS NpH B3aUMOJICHCTBHU C
BHEIIHMMH OPraHM3aIMsAMK (CBA3aHHOM ¢ OOMEHOM T[1/I4) OT NMPOTHBOIIPABHBIX JCHCTBHH,
KaKk cO CTOPOHbI 3THX OpraHM3alud, TaKk M OT HECaHKIHOHMPOBaHHBIX JACHCTBHHI
00CTy>KMBAIOILETO EPCOHANA U TPETBUX JIHIL

5. TMocTpoenue cucTeMBl, 0becneueHns GezomnacHocTy 11Jln Yupexnenus, H ee
hyHKLMOHHPOBAHME IODKHBI OCYLUECTBIATECS B COOTBETCTBMM CO  CICAYHOUTMMH
OCHOBHBIMU ITPHHITUIIAMM:

5.1. 3aKoHHOCTb

[TpeamonaraeT OCYINECTBICHHE 3allMTHBIX MEpONpHATHH U pa3paboTKy CHCTEMBI
6esonacHocTe I1/]H YupexeHus B COOTBETCTBHY C JEHCTBYIOMMM 3aKOHOIATEIECTBOM B
obnactH zammTel [1JJH, a Takke JAPYTMX 3aKOHOAATEIBHBIX aKTOB 11O 6e30macHOCTH
uHpopmaiun PO, ¢ npuMeHeHHeM BCEX M03BOJCHHBIX METOLOB oOHapyXeHHsT H
npeceyenysl PAaBOHAPyIIeHKH pU paboTe ¢ [1/14. [TpunsTeie Mepsl GesonacHocTy [11H He
JIOJKHBI TIPEIATCTBOBAT JAOCTYITY TPaBOOXPAHHTENBHBIX OPraHOB B IPCHyCMOTPEHHBIX
3aKOHOJIATEILCTBOM CIIydasx.

Bee nonpzosatend MCTIH 10/KHEI MMETh MpeAcTaBIenre 00 OTBETCTBEHHOCTH 32
IIpapoHapyIeHus B o6mactu o6paborky /14

5.2. CHCTEMHOCTb.

CHCTEeMHBIH TTOTXOM K TIOCTPOCHHIO CHCTEMBI 3AILUTH HEGOPMALHY B YIPeXICHUA
npeanonaraeT y4eT BCeX B3aHMOCBA3aHHBIX, B3aMMOJIEHCTBYIOINX U M3MEHSIOMMXCHA BO
BpEMEHH DJIEMEHTOB, YCIOBHH M (DaKTOpOB, 3HaYMMbIX i TMOHMMAHHUS M PCUICHHA
npobnems! obecreyenus HesonacHoctu ILIH.

[Tpu co3zmaHMM CHCTEMBbl 3aIUMTBI JOJDKHBI YUMTHIBATHCA BCE cnaboie ¥ Haubonee
yassumble Mecta ICIT/IH, a Taroxe xapakTep, BOSMOXHBIC 0OBEKTH] H HATIPABJIEHUS aTaK Ha
Hee €O  CTOPOHBI  HApymmreaed  (0cobeHHO BBICOKOKBANH(UIMPOBAHHBIX
3JI0YMBILUICHHUKOB).

CucTeMa 3alThl J0/DKHA CTPOMTBCS ¢ YUE€TOM HE TOMbKO BCEX H3BSCTHBIX KAHAIOB
IPOHMKHOBEHHS M HECAHKLMOHHPOBAHHOIO MOCTyMa K uadopMallus, HO H C YYETOM
BO3MOKHOCTH TTOSBIEHNHS PUHIMITHATHO HOBBIX IyTefl peann3aluy yrpo3 6e3onacHOCTH.

5.3. KoMIieKCHOCTB.

KOMILIEKCHOE MCIOTH30BaHHE METOA0B U CPEACTB 3AIHMTHl KOMIBIOTEPHBIX CUCTEM
NPeNoNaraeT - COITACOBAHHOE MNPUMEHEHHEe DAsHOPOAHBIX CPEJCTB IpH MOCTPOCHHH
[Ie/IOCTHOM CHCTEMBI 3allMTHL, MEPEKPHIBAIOILEH BCe CYLIECTBEHHBIC (3Ha4YUMBble) KaHAIBI
peaNu3aliiy YIpos | He coliepallielf craGblX MECT Ha CThIKAX OTACIBHBIX €€ KOMIIOHEHTOB.
3AIIMTA JODKHA CTPOMTRCS JILENOHHMPOBaHO. BHEUIHsS 3ammTa A0/DKHA obecneunuBaThCs
(bM3HUECKHMH CPeACTBAMH, OPTaHH3aLMOHHBIMI ¥ MPABOBBIME MEPaMH.

5.4. HenpepbIBHOCTE 3aILMTHI.

O6ecriederie 6esomacHoctd T1JIH - mpotecc, OCyNIECTRISEMBIH DPYKOBOICTBOM
YupexeHus, OTBETCTBEHHBIMH 32 OPraHH3alMIo obpaborxu IT/IH 4 COTPYAHHKAMU BCEX
ypoBHeif. DTO He TONBKO M HE CTONBKO MpOLEAypa WM MONUTHKE, KOTOpad
OCYIIECTBIAETCS B ONpe/e/IeHHBIH OTPE30K BPEMEHH HIIH COBOKYIHOCTE CPECTE 3allTE,
CKOJBKO Mpollecc, KOTOPBIH JOMKEeH [MOCTOSHHO HITM HAa BCEX YPOBHAX BHYTPH
VupexIeHus ¥ KaXIbl COTPYNHHK JODKEH NPMEAMATh y4acTHe B ITOM NpoLecce.
JlesTensHOCTh 10 ofecreyeHmo HHGOpMalOHHOH 6e3011aCHOCTH ABJIAETCS COCTABHOH
YACTHIO MOBCEIHEBHOM aesTelbHOCTH YupexaeHus. U ee >QGeKTHBHOCTH 3aBUCHT OT
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y4acTds PYKOBOIACTBA YUPEXJICHHS B obecriedeH MHPOPMALHOHHOH O€30MacHOCTH
I8

KpoMe Toro, GONBUMHCTBY (QM3MYECKHX M TEXHWYECKHX CPEACTB 3AUIMTBI Ui
3)(hEeKTHBHOTO BBHIIONHEHHA CBOMX (QYHKIMH HeoOX0MMa TOCTOSHHAS OpraHH3allMOHHAA
(aIMMHUCTpaTHBHas) MOJJEPXKKA (CBOCBPEMEHHAA CMEHA H obecrieyeHne IPaBHIBHOIO
XpaHeHUs W [PUMCHEHWS MMEH, [apoJicH, MNEepeoNpeeIeHue MOMHOMOYHH M T.IL).
IlepepeiBel B paboTe CPefCTB 3alMTEL MOTYT OBITH HCHONB30BAHE! 3IOYMBILLICHHUKAMH
JUIS AHAIH3a TIPHMEHSEMBIX METOLOB M CPEICTB 3allMThl, U1 BHEAPEHHs CTEUHAIBHBIX
MPOrpaMMHBIX ¥ alllapaTHbIX "3aKNMajioK" K APYTHX CPEACTB MPEONOICHH SAIUTBL.

5.5. (CBoeBpeMEHHOCTH

[IpenmonaraeT YpexJaoMMi XapakTep Mep obecreuenns GesomacHoctd [JIH, TO
ecTh TOCTAHOBKY 3a7ad 1o KommekcHoi 3ammte I1/IH M peamMsalifio Mep obecrieueHus
esonachHoctd [1JIH Ha PaHHMX CTAIMAX pa3paboTku HHGOPMALMOHHBIX CHCTEM B IIEJIOM H
WX CHCTEM 3alllUThl, B YACTHOCTH.

PaspaboTka cHCTEMB 3alMTHl JO/DKHA BECTHCh NApalebHO € pa3paboTKOH H
pa3BUTHEM CAMHX 3alMIIAEMbIX HHGOPMAIMOHHBIX CHCTEM. DTO TO3BOJNUT YYECTb
TpeGoBaHus 6e30MACHOCTH NpPH NPOEKTMPOBAHHH APXUTEKTYPHl M, B KOHEIHOM CHETE,
co3path 6onee s(dexTHBHBIE (KaK M0 3aTpaTaM peCypeoB, TaK H 10 CTOMKOCTH) CHCTEMEI,
obnanaoye JOCTaTOUHBIM YPOBHEM 3aAIUINEHHOCTH.

5.6. TlpeeMCTBEHHOCTb H COBEPLUCHCTBOBAHUEC

TIpenmonaraeT MOCTOSHHOE COBEPIUCHCTBOBAHHE MEP M CPE/CTB 3AILMTEHI {15 Ha
OCHOBE TPEEMCTBEHHOCTH OPraHM3alMOHHBIX M TEXHHIECKUX penleHHH, KamapoBOro
COCTaRa, AHATM3a (QYHKIMOHMPOBAHKS HH(OPMAITHOHHBIX CHCTEM Y UPEXKICHUS H CHCTEMEI
MX 3alU[ATHI C Y4€TOM HM3MECHEHHH B METOZlaX ¥ CpEelcTBax [epexsara uH(popMalHH,
HOPMATHBHEIX TpeGOBaHMH MO 3aumTe, NOCTMTHYTOIO OTEHECTBCHHOTO H 3apy0exHOro
OMNBITa B 3TOH 0ONacTH.

5.7. PasymHas IOCTaTOYHOCTH (PKOHOMHYECKAA 11e1ec000pa3HOCTh)

[IpenmnonaraeT cOOTBETCTBHE YPOBHSA 3aTpar Ha obecredenne OezonacHocTH [1/1H
[IEHHOCTH MHQPOPMALMOHHEIX PECYPCOB M BEIMYMHE BO3MOXHOIO yiepba oT MX
pasrialieHus, yTpaThl, YTeUKH, YHMUTOXEHHA M HCKaKCHHS. Hcnone3yeMble MeEphl H
cpencTBa obecriedeHus Ge30MacHoCTH UHPOPMALIMOHHBIX PeCypcoB HE JOIDKHBI 3aMETHO
YXYIIIAaTh 3PTOHOMHYECKHE IOKa3aTeNA paborel xomnoHentoB HCIIH Yupexuenus.
WauiiHye Mephi 6e301aCHOCTH, TTOMUMO 3KOHOMHYECKOH He3( heKTUBHOCTH, MPHBOIAT K
YTOMJIEHHIO H Pa3[PaXeHHIO epcoHaa.

Co3gaTe Aa6COMOTHO HENPEOJONHMYI0 CHCTEMY  3aUIMThl  NMPHHUIHMMHATIBHO
HeBo3Moxkuo. IToka T1/IH Haxonarcs B 0OpalLleHHH, TIPHHHMACMBIC MEPBL MOTYT TOJBKO
CHH3MTH BEpOSATHOCTD HETATHBHBIX BO3NCHCTBHI WIK YIIEPO OT HHX, HO HE HCIIIOUHTE HX
MOAHOCTBIO. [IpH JOCTATOMHOM KONMYECTBE BPEMEHH M CPENCTB BOIMOMNKHO HPCOLOJIETE
moByio 3aumTy. [T03TOMY HMeET CMBICT PACCMATPUBATh HEKOTOPRIH npreMIIeMbl# YPOBEHD
oGecrieueHrs 0Ge30macHOCTH. BpicokoaddeKkTuBHAs crcTeMa 3allMThl CTOMT [KOPOTO,
HMCTIONB3YET TpH paboTe CYIECTBEHHYIO 4acTh PECYPCOB M MOXET CO3/aBaTh OLlyTHMBIC
JOMONHHUTENbHbIE HeyJ0o0CTBa MONB30BATENAM. DBaxHO npaBUIBHO BeIOpaTh TOT
JOCTATOYHBIH YpOBEHb 3ALIMTHL, NPM KOTOPOM 3aTpaThl, PHCK H pasMep BOSMOKHOTO
yuiepba 6bUTH Obl IIPUEMIIEMBIMH.

5.8. TlepcoHaabHas OTBETCTBEHHOCTh
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[IpenmonaraeT BO3I0KEHIE OTBETCTBEHHOCTH 32 obecnieuenne GezomacHocty [T1H u
cucTeMbl WX 00OpabOTKM Ha KaXJOro COTpPyAHHMKa B Mnpenenax €ro nonHomounii. B
COOTBETCTBHH C JTMM TIPUHLUIIOM pacTpe/leieHde TpaB U 06s13aHHOCTEH COTPYIAHHUKOB
CTPOMTCH TaKWM 0oOpa3oM, 4TOOBI B CiTyyae M0GOro HapyIIeHHs KPyT BUHOBHHKOB OBLT
YeTKO U3BECTEH HIIH CBeleH K MUHUMYMY.

5.9. MuHMMM3ALHUS TOTHOMOYHH

OsnayaeT IpelOCTABICHAE MOJb30BATeNs M MHHHMAIBHBIX TIpaB  J0CTyrna B
COOTBETCTBHUH €O CiyxebHoH HeobxoaumocThio. locTyn K ITJIH OKEH PEoCTaBIIATECA
TONLKO B TOM CJIydae ¥ 0OBeMe, ecliit 3TO HEOOXOMMMO COTPYAHHKY Ul BRITIOIHEHHA €ro
JODKHOCTHBIX 0083aHHOCTEH.

5.10. HUckmouenre KOHQIMKTA MHTepecoB (pasaerenne GyHKLuH)

DddekTuBHast ~ cucreMa  obecrieueHHs uHhOpMaMOHHOH  6e30macHOCTH
npeqrionaraeT YeTKoe pasfielieHre 00s3aHHOCTeH COTPYIHHKOB M MCKIIIOHEHNE CHUTYaLUH,
KorAa cepa OTBETCTBEHHOCTH COTPYAHHMKOB JOITYCKaeT koH(uKT uHTepecoB. Cdepst
IOTEHIMAIBHBIX KOH(QIHUKTOB JOIKHBI BbIABIATHCS, MUHHMU3WPOBATHCS, H HAXOIUTCSH 1101
CTPOrMM HE3aBHCHMBIM KOHTponieM. Peanusatys IaHHOTO MPHHIKIIA NPEANONAract, 1to HeE
OIMH COTPYNHMK He MOJDKeH MMETh MOJMHOMOYHH, MO3BO/MIONUGX €My EIUHOMHIHEHO
OCYUIECTBAST:  BBUIOJHEHHE  KPHUTHHYHBIX  OIEPallMH. Hanenenue  COTPYIHHKOB
NOJHOMOYMSMH, TIOPOXIAIOUMMH KOHQIHKT HHTEpecoB, NaeT €My BO3MOXHOCTD
IOATACOBBIBATE HH(GOPMALIHIO B KOPBICTHBIX LEIAX UIH C TEM, 9TO0BI CKPBITH POOIEMBI
WIA ToHeceHHhle YOBITKH. I CHMDKEHHS pHCKAa MaHHNYIHMPOBAHHA [k ¥ pucka
XUIIEHHs, TAKWe MOTHOMOYHS JOKHBl B MAaKCHMAIBHO BO3MOXHOH CTENICHH ObITH
pasfeleHsl MeXAy DPasiMdHBIMA COTPYAHHKAMH MM [OApPa3JeNcHAAMHU YupexneHus.
Heob6X0MMMO IPOBOJMTH TEPHOIMHYECKUe TIPOBEPKH  OOs3aHHOCTEH, GbyHKUMA  H
JeSTeNbHOCTH COTPYIHHUKOB, BBIONHAIONINX KIOYEBble QYHKIMH, C TEM, 4yTOOBl OHH HE
MMENId BO3MOXHOCTH CKPBIBATH COBEPIICHHE HETIPAaBOMEPHBIX nedicteuil. Kpome TOrO,
HEOOXOOMMO TIPMHMMATB CIICLMANbHBIE MEpPhl [0 HEJOMYIICHHIO CroBOpa MEXIy
COTPYAHHUKAMH.

5.11. BzaumopelcTBHE B COTPYAHHUYECTBO

[pennonaraet co3fanue GIaronpuaTHONA aTMOCHEPHI B KOJLICKTHBE Yupexaenus. B
TaKo# 0GCTAHOBKE COTPYIHMKH JIOJDKHBI OCO3HAHHO COOMIOATh YCTAHOBIEHHbIC PABIia H
OKa3BIBATh CONEICTBHE JeATeNEHOCTH OTBETCTBEHHOTO 32 06paboTKy I1/1H.

BaxHbM deMeHTOM (eKTHBHOM crcTeMbl obecriedenusi 6e30MacHOCTH [1/11 B
YupeKIeHHH SBIIAETCS BBICOKad KyJbTypa pabotel ¢ uH(boOpMaLpeH. PykoBoncTBO
Yupex/IeHusT HeceT OTBETCTBEHHOCTh 33 CTpOroe coOmozeHne STHYECKUX HOpM H
CTAaH/IapTOB TpodecCHOHANBHON eATeNbHOCTH, TONUYEPKUBAIOIIEH M IEMOHCTPHPYIOLIEH
TepcoHaly Ha BCEX YPOBHSIX BAKHOCTh OOeCIeueHHS HH(OPMAITHOHHOH 0€30MacHOCTH
Vupexnenus. Bee cOTpyAHHKH Y4pexIeHHs JODKHbI [IOHMMATE CBOIO pOJIb B TIPOLECCE
obecriedeHns HHPOPMALMOHHON 6e30MacHOCTH W MPHHHMATh y4acTe B 3TOM IpOLecce.
HecMoTps Ha TO, YTO BBICOKAst KyJIbTypa obecneyeHus HH(OPMALIIIOHHOK O€30N1aCHOCTH He
rApaHTHPYeT ABTOMATHYECKOr0 NOCTHXEHHMsS LefeH, ee OTCYICTBHE CO3MACT Oonblie
BOIMOXHOCTeM /Ul HapylleHWs 6e30MacHOCTM WM He OOHapyKEHHA $aKToB €e
HapylIeHHs].

5.12. T'ubkocTh CHCTEMBI 3aLIHTHI
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CucteMa obecreueHnss HHPOPMALHOHHON O€30TIaCHOCTH JOKHA ObITH CIIOCOOHA
pearMpoBarh Ha H3MEHEHHs BHEIHEH Cpelbl M yCIOBUH OCYLICCTBICHHS YYPEXICHHEM
cBOEl JIeSTeNBHOCTH. B 9HCI0 TaKHX H3MEHEHHUH BXOJAT:

- y3MeHEeHH OPTaHU3aMOHHON H LITATHOH CTPYKTYPHI YupeKaeHHs;

- M3MEHEeHHe CYIIECTBYIOIMX WM BHEAPCHHE NPHHUMNHAIBHO HOBBIX
HH(POPMALHOHHBIX CHCTEM;

- HOBBIE TEXHHUECKHE CPEICTBA.

CBOJCTBO THWOKOCTH CHCTeMbI oOecrieueHns HHGOPMALMOHHOH 0€30MacHOCTH
wW30aR/ISeT B TAKMX CHTYAlMsX OT HEOOXOAMMOCTH NPUHATHSA KapIWHAIBHBIX MEp MO
[IO/THOMH 3aMeHe CpeACTB H METO/IOB 3aLIMTEI Ha HOBBIE, HTO CHIDKACT €€ OOy CTOHMOCTb.

5.13. OTKpBITOCTD ATOPUTMOB H MEXaHH3MOB 3aLIHTHI

CyTh TIPMHLMNA OTKPHITOCTH AINOPUTMOB ¥ MEXAHW3MOB 3AIUTEl COCTONT B TOM,
yTO 3allliTa He [ODKHA oD0ecreyuBaThCA TOJBKO 32 CHUET CEKPETHOCTH CTPYKTYPHOH
OpraHM3allid W aITOPUTMOB (PYHKIHOHKPOBAHHS €e TIOACHCTEM. 3HaHHe AINOPHTMOB
pabOThl CHCTEMbl 3alATHI HE IODKHO JaBaTh BO3MOXKHOCTH €€ HPCONOIEHHA (maxe
aBropam). JTo, OZIHAKO, HE 03HAYAET, YTO MH(OpPMALKs 00 HCIONB3yEMBIX CHCTEMAxX M
MEXAHH3MaX 3allUThL A0/KHA OBITE OOIIENOCTYTIHA.

5.14, TIpocToTa NpUMEHEHHS CPEICTB 3aLLHTEI

MeXaHU3MB! ¥ METOMABI 3aLUTHI JODKHBE! OBITh HHTYWTHBHO TIOHATHBI H IIDOCTHI B
HCIIONB30BaHMK. [IpUMeHeHe CpeIcTB U METOZIOB 3aIMTEI HE JIO/DKHO OBITH CBA3AHO CO
JHAHMEM CHENMAIBHBIX S3bIKOB WIH C  BBIIOJHEHWeM JeHcTBuM, Tpebyrommx
SHAUUTENTHHBIX JONOJTHUTEIBHBIX TPYAO3ATPAT MPH 0OBMHOA pafoTe 3aperiCTPHPOBAHHBIX
IOJIb30BATENIEH, a TAKKe HE JAOIDKHO TpeDOBaTh OT MO:IL30BATENS BHIIIOIHEHHA PyTHHHBIX
MAJIONIOHATHBIX MY OIEPaiHi.

5.15. (OO0OCHOBAaHHOCTD U TCXHHUYECKAs Peannu3yeMoCThb

HMudopMaIHOHHEE TEXHONOTUH, TEXHHUECKHE B NPOrpaMMHEBIe Cpe/iCTBa, CPeaCcTBa
1 Mepbl 3ammThl [1JIH JOMKHBI OBITh peaid30BaHbl Ha COBPCMEHHOM YpOBHE pasBUTHA
HAYKH M TEXHHKHM, OGOCHOBAHBI C TOYKH 3DEHHMS JIOCTIKCHHA 3aJaHHOTO YpOBHA
6€30MaCHOCTH HHOGOPMAIMM W >KOHOMHYECKOH LENecoobpasHoCTH, a Takke JOIDKHEI
COOTBETCTBOBAThH YCTAHOBJICHHBIM HOPMaM  TpeOOBaHMsM MO 6€30NMaCHOCTH I11=.

5.16. Creryanusaiys 1 Mpo(ecCHOHAIH3M

Ipennonaraer NpUBIeYEHME K pa3pabOTKe CPEJICTB M peausallii Mep 3alliThl [THH
CTIEHHATH3MPOBAHHBIX OPraHH3alMH, Haubosee MONTOTOBNEHHBIX K KOHKPETHOMY BHIY
NESTEIHHOCTH 1O obecredeHHo Ge30macHOCTH HHGOPMaLMOHHBIX PECYPCOB, HMEIOLUIMX
OTIBIT TIPAKTUYECKOM paboThl U IOCYIapCTBEHHYIO JIHIIEH3HIO Ha TIPaBO OKa3aHMs yCiyT B
yroit obnacTH. Peanmzauus afAMUHMCTPATHBHBEIX MEp M JKCILTyarals CPEACTB 3allMThl
JODKHA  OCYIIECTBIATHCSH  NPOQECCHOHANTBHO — MOJATOTOBNCHHBIMK  ClCLUHAIHCTAMH
VYupexaeHus (OTBETCTBEHHBIX 32 OPraHU3aLHIO o6pabotku I1]11).

5.17. O0sa3aTenbHOCTH KOHTPOJIA

TIpeanonaraer o0A3aTENbHOCTh M CBOEBPEMEHHOCTh BBUIBICHMS M [pPCCCHCHI
TIONBITOK HAPYIIEHHs YCTAHOBJICHHBIX MpaBHil, 0oOecnedeHns 6ezomacHoctd II/IH, Ha
OCHOBE HCIIONB3YEMbIX cHCTeM M cpeacTs 3aumTsbl ILJIH, 1pu COBEPIICHCTBOBAHHH
KPUTEPUEB H METOJIOB OLICHKH b (EKTHBHOCTH ITHX CUCTEM K CPE/ICTB.

KOHTpOIIb 33 JIeSTENbHOCTRIO OG0T MOJB30BATENs, KOKIOTO CPE/ICTBa 3alTEI U B
OTHOIIEHUH TOBOT0 00BbEKTa 3aLIMTH! [0JIKEH OCYILECTBIATHCA Ha OCHOBE NMPUMEHCHHSA
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CpelCTB ONEPATMBHOTO KOHTPONA M PErdACTpallil A JOMKCH OXBAaThIBATb Kak
HECAHKLMOHHPOBAHHEIE, TAK ¥ CAHKIHOHMPOBaHHbIE IeHCTBUS HONL30BaTENEH.

Kpome Toro, s(pdexTnpHas cucTemMa 0becIedeHus nH¢opMaLHOHHOHA 6e30IaCHOCTH
TpeOyeT Hanu4us a[eKBaTHOH M BceoOBEMITIOILEH HH(pOPMALUH O TEKYINEM COCTOSHHM
IpOLECCOB, CBA3aHHLIX C JIBHKECHHCM uEdOpMALMA W CBeIleHWH O CODIFOJeHHH
YCTAHOBJIEHHbIX HOPMATHBHBIX TpeDOBaHMH, a TAKKe TOTOMHATENBHOH HWHHOPMAIIHH,
MMeIoell OTHOIEHHE K MPHHATHIO peineHuil. MHpopMauus IODKHA OBITh HAJEXKHOH,
CBOEBPEMEHHOH, JOCTYIIHOH ¥ TIPaBHIILHO 0(QOPMIIEHHOH.

HeocTaTki cucTeMbl obecriedeHnst HHQOPMAITMOHHOH 0e3011aCHOCTH, BBIABICHHbIC
COTpyAHMKAMH YUpeXIEHH JOKHBl HEMENIEHHO  JOBONMTECA 70  CBEACHMA
pyKoBoauTENS YUPEXICHHS W ONEPATHBHO YCTPAHATBCA. Bormpocsl, KOTOPhIE KaXyTCs
HezHauMTe bHBIMH, KOT[a OT/JENbHbIE IPOLECCH pacCMarTpHBAIOTCA H30JMPOBAHHO, TIPH
pacCMOTPEHUM WX Hapsyly ¢ JpPYrMMH acTieKTaMH MOryT yKasaTh Ha OTpHIATEIbHbIE
TEHAEHIMH, TpPO3AIMe TMepepacTH B KpYIHbIE HENOCTATKH, €CM OHH HE OymyT
CBOEBPEMEHHO YCTPAHEHBI.

6.  Mepsbl obecriedenyst HHPOPMAIMOHHON 0€30MaCHOCTH

Bce meps! obecneuenns GesonacHocTr UCTIIH YupexieHrs MoApasAeIioTes Ha:

6.1. 3axononarelbHEIE (ITPABOBbIE) MEPHI 3ALIUTHI

K npaBoBbIM MepaM 3allMThl OTHOCATCS ACHCTBYIOIME B CTPAHE 3aKOHEL, yKasbl H
HOPMATHBHbIE aKTHI, PEITIAMEHTHPYIOIINE MIPaBUIa obpautenns ¢ T1/IH, 3akpemisromye
npaBa d OOS3aHHOCTH YJaCTHMKOB HH(OPMAIMOHHBIX OTHOIIEHHH B IIPOLECCE HX
0GpaboTKH M MCNONB30BaHKS, 2 TAKKE yCTAHARITHBAKONIME OTBETCTBEHHOCTD 32 HAPYILICHHA
3TMX Tipaswl. [IpaBOBbIE MEpbl 3alMTBl HOCAT B OCHOBHOM YIIPEKAAIOLIHH,
npodunakTHIecKuii xapakrep M TpeOYIOT MOCTOSHHOH pasbACHHUTENBHOH paboThi ©
ToNb30BaTesAME U obcTyxuBaronmm nepcoranom MCI T YapexaeHus.

6.2. MopanbHO-3THYECKHE MEPBI 3aIlIMThI

K MOpanbHO-3THYECKMM Mepam OTHOCSTCS —HOPMbl  IOBEICHHA, KOTOPBIC
TPaJHIMOHRO  CIOKIWINCh WM  CKIAIBIBAIOTCA MO MEpe  PacTIpOCTpaHCHMA
MHGMOPMALIHOHHEIX TEXHONOTHH B ofwIecTBe. ITH HOPMBI Qonelliel 4acThIO HE SABISIOTCA
00s3aTebHbIMKI, KaK 3aKOHO/IATeNbHO YTBEPXAEHHBIE HOPMATHBHBIE aKThI, OJHAKO, HX
HecoOIoIeHHe MOXKET PUBECTH K MNaJIeHHIO aBTOPUTETA, TIPECTHKA YETOBCKA, IPYILIbI AL
WK YUpexIeHHS B IeIoM. MOpaibHO-OTHYECKHE HOPMBI OBIBAIOT KaK HEIMHCAHbIC, TaK 1
TIMCaHble, TO CTh OQOPMIEHHBIE B HEKOTOPBIH CBOJ (YCTaB) NpaBUil Wi npeanucatuil.
MopanbHO-3THYECKME Mephbl 3alIMThI  ABJAIOTCA npodQuIaKTHIECKUMH ©  TpeOyloT
IOCTOSHHOM paboTel 110 CO3TAHHIO 340POBOTO MOPAIPHOIO KIHMara B KOJUICKTHBC.

6.3. TexHONOTHYECKHE MEPHI 3alIUThI

K [aHHOMY BHIy MeEp 3allUThl OTHOCATCA PAa3sHOTO POJia TEXHONOTHYCCKUE PEUICHUA
M TIpHEeMsl, OCHOBaHHBIE HAa HMCIIOJB30BAHHM HEKOTOPBIX BHIIOB H30BITOHHOCTH
(CTpYKTYpHO#, GyHKIHOHANBHOH, HH(POPMALHOHHOH, BpEMEHHO# U T.I1.) U HallpaBleHHpIe
HA yMEHBIIIEHHE BO3MOXHOCTH COBEpUICHHS COTPYIHWKaMH omMOOK ¥ HApyIlEHHH B
paMKaXx TIpeJOCTAaBIEHHBIX MM TIPaB ¥ [IOTHOMOYHH.

6.4. Opraeu3aLuMOHHbIE (3 IMHHACTPATUBHBIE) MEPBI 3AIIUTHI

OpraEM3alMoHAble  (aIMHHHCTPATHBHBIC) —Mephl  3allMTEl -  3TO  MEpHI
OpraHM3aLMOHHOTO XapakTepa, peraMeHTHPYIOIME [POLECChI (hYHKOHOHKHPOBAHHS
cucteMbl oOpabotku [1/IH, HcToNs30BaHKe ee PecypeoB, NEATENBHOCTE 00CITYKVBAIOLLIETO



10

[epCcOHaNa, a TAKXKe TIOPAOK B3aHMOIEHCTRHS [1071630BATENEH € CHCTEMOH TakuM 00pa3oMm,
qTo6pl B HAMGONBIIEH CTeNeHW 3aTPYAHMTh MM HCKIXOYHTH BOSMOXKHOCTE pealk3allni
yrpo3 6e30MaCHOCTH M CHH3HTb pasMep NoTeph B CIIyHae HX pealn3aliiy.

6.5. dopMuUpoBaHie MOTUTHKH O€30MaCHOCTH
[naBHag LeNTb AIAMMHMCTPATHBHBIX Mep, MpelNpHHUMAEMbIX Ha  BRICIIEM
YIpaBNeHYECKOM YPOBHE - COOpMHpOBaTh MOIHTHKY B obnacty  obecrieyeHus

6ezomacaoets 1/l (oTpaxkaroryro nogxomel k sammre IVIH) H obecrieyuTh €€
BBLITIOJTHEHHE, BBIAENASN HEOOX0MMMBIe PECYPChl B KOHTPOIHPYS COCTOSHHE IC]L.

C mpaxTHiecKod TOYKH 3pEHHUA NOJHMTHKY B obmactu obecriederus 0€30MaCHOCTH
[I/la B YupexaeHud uelecoobpasHo pasduTh Ha 1Ba YpOBHI. K BepxHeMy YpPOBHIO
OTHOCSTCA pellieHHs] pyKOBOICTBA, 3aTparuBatollue NeATCIBHOCTD VupexeHHus B IIETOM.
TIONUTHKA BEPXHETO YPOBHS JO/DKHA YETKO OYEPTHTH Chepy BIMIHHS M OrPaHHICHUS TIPH
onpeneneHuH ueneit GezomacHocty 111, onpeaennTs KakUMH pecypcamMu (mMarepuaiIbHBIE,
CIPYKTYpHBIE, OpFaHM3ALHOHHBIE) OHM OyIyT MOCTHTHYTEL, H HaWTH pa3yMHBIH
KOMTTIPOMICC MEXTy IIPHEMIIEMBIM YPOBHEM O€30M1aCHOCTH 1 (YHKUIMOHAIEHOCTEIO.

[TonuTyKa HUKHETO YPORHS, OIpe/IeNndeT NpoLeyphl, U NpaBr/ia NOCTYDKEHHA ueneH
U pelmienys 3aza4 Oe3onacHoctd [1/IH 1 netanusupyer (per;iaMeHTHpYET) 3TH IIpaBUIa:

- KaKOBBI POJIA M 00513aHHOCTH JO/DKHOCTHBIX JIHL, OTBCUAOLIME 32 IPOBCICHHE
nonutHku 6ezonacHocTu [1/1H;

- KTO UMeeT Mpaba gocTyna K [T/IH, KTo i MPH KaKuX yCIOBHAX MOXCT YATATh U
moauguposats [1/1H 1 T.1.

TToWTHKA HHXKHETO YPOBHA HOIDKHA!

- Tpe/lyCMATPUBATH PerviaMeHT HH(OPMAMOHHBIX OTHOLICHHH, HCKITIOYAOILIMX
BO3MOXKHOCTH TIPOM3BOJBHBIX, MOHOTIOJIBHBIX WIH HECAHKIIHOHUPOBAHHBIX NeHCTBHH B
OTHOLIEHHH HHOOPMALIHOHHBIX PECYPCOB;

- OLpENeNsTh KOAIMLMOHHBIE M HEPApXMYECKHe TPHHUMIEL M METOIBI
pasiIeNeHus CeKPETOB U pasrpanienus foctyna k [Ix;

= BRIOHpATh IPOrpaMMHO-TEXHHYECKHE (anmaparHbie) CpeicTBa
npotusozeiictBuss HCJl, ayTentuduxalyy, aBTOPH3ALNH, HICHTH(QUKALMY M JPYTHX
JAIMTHBIX ~ MEXaHW3MOB, O00ECIeuHBalOUMX  TapaHTHH  pealnu3aluyd  1paB  H
OTBETCTBEHHOCTH CYOBEKTOB HH(OPMAIHOHHBIX OTHOLICHUH.

6.6. PernaMeHTalus JOCTyIa B [IOMELIEHUS

KOMMOHEHTH MH(GOPMALMOHHBIX CHCTEM YYpeXIEeHHs JO/DKHBI pPasMEIIAThCA B
[TOMEIlIEHMAX, HAXOMSIMXCA TMON OXpaHOH MM HaOmOJeHHeM, HCKIIOFAOLINM
BO3MOYKHOCTh O€CKOHTPO/IBHOrO MPOHHKHOBEHMS B MOMELICHHS MNOCTOPOHHHX JHML H
0BeCneYNBAIOIIMM (PH3UHUECKYIO COXPAHHOCTh HAXOAAUMXCSA B OMELICHHA 3alliiIaeMBIX
pecypcos (aoxymeHToB, APM 1 T.1.). Y60pka Takux NOMEIeHHH ToDKHA TPOH3BOANTERCH
B TPHCYTCTBHH OTBETCTBEHHOTO COTPY[HHKA, 32 KOTODBIM 3aKpEIUICHB! JIaHHBIC
KOMIOHEHTHI, ¢ COOMOACHWEM Mep, WCKIIOYAIOIMX [OCTYNl MOCTOPOHHMX Jdll K
3alHIIaeMBIM HHHOPMAITMOHHBIM PeCypcaM.

Bce MOCTOpOHHME JIMIA JOMYCKAIOTCA B TNOMEIIEHHd C  KOMIIOHEHTAMH
HHOPMALIMOHHOM CHCTEMBI TOJBKO B [IPUCYTCTBHH COTPYHHKOB Y UPEXKACHUS.

[To oxoHuaHuH pabo4ero AHA, MOMEILEHHS, B KOTOPBIX pa3sMeIlatoTcs KOMIIOHEHTBL
MH(POPMAHHOHHBIX CUCTEM YUPeXeHHS, J0/DKHBI 3aITHPATECA HA KO, 110 BO3MOXHOCTH
OIEYaTHIBATHCA.
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B cnydae ocHallleHUs MOMELICHHH CPeACTBAMU OXpaHHOM CHrHalM3anyH, a TaKKe
ABTOMATM3UPOBAHHON CHCTEMOM TpHEeMa W DETHCTpallid CHIHAIOB OT 3TMX CPEIACTB,
fprieM-C/lada TaKUX TIOMEIIEH A N0/l OXPaHy OCYLIECTBIACTCA Ha OCHOBAHHH CrelnaIbHO
paspabaTeiBaeMON HHCTPYKLHUH.

6.7. PernamenTanus JOIycKa COTPYJHHKOB K HCIOJIL30BAHHIO
HH(POPMALHOHHEIX PECYPCOB

B pamkax pa3pellMTelbHOM CHCTEMbI (MaTpULBI) JIOCTYTNA YCTAHABIUBACTCA: KTO,
KOMY, KaKyio HHGOPMALHMIO H JL151 KaKOro BHIA JOCTYTIAa MOXET NPEAOCTABHTE U IIPH KakHX
YCIIOBUSX.

Jlomyck none3oBateIet K pabore ¢ HHQOPMAIMOHHBIMA CHCTEMAMH YupexaeHus
JOCTYIl K MX pecypcaM JO:DKeH ObITh CTPOrO pernaMeHTHPOBAH. JIroOble HM3MEHEHHA
cocTaBa ¥  [OJMHOMOYHH MOMb3oBareNied MOACHCTEM  AOIDKHbl  NMPOU3BOIMTBCA
YCTAHOBJIEHHEIM TIOPAAKOM.

YpoBeHb TONHOMOYHH KaXJOTO MOMB30BATENA ONPEACTACTCA HHIMBHIyANBHO,
coOmozas cieayroiue TpeboBaHus:

— KaXXIbii COTPYAHHK NOJB3YeTCs TOJNBKO NMPEeNIHCAHHBIMH €My TIpaBaMi o
otomeHmo X I1JH, ¢ KOTOpeIMH eMy HeoOxomuma pabora B COOTBETCTBHM C
JOMKHOCTHEIMH 06S3aHHOCTAMH. PaciiMpenye npas A0CTYNA U MPENOCTABNICHHE NOCTYTIA K
NOMONHUTEBHEIM HHGOPMALIMOHHBIX pecypcaM, B 00s13aTeIbHOM MOpAIKE, JOJBKHO
COMTACOBBIBATHCSA C OTBETCTBEHHBIM 3a OpraHu3aliio 00paboTKu 111H;

- PYKOBOIUTENH YUpeXIeHHs WMeeT NpaBa Ha MpoCcMOTp HH(pOpMaLIMH CBOHX
[IOMUMHEHHBIX TONBKO B YCTAHOBIEHHBIX TIpejlenax B COOTBETCTBHH CO CBOMMH
JAOKHOCTHRIMH 00S3aHHOCTAMH.

Bee COTPYAHHKM YHpeXJieHHs W OOCITyKHBAIOIIMA TepcoHal, AODKHBL HECTH
TIepCOHANBHYIO OTBETCTBEHHOCTh 32 HapyllleHkd YCTAHOBICHHOrO MOpika 0bpaboTkH
[1/1H, TIpaBWI XpaHeHHsl, HCHONBb30BAHHS U Ilepe]ail HaXOAAMXCS B MX PacTIOpsKEHIH
3aIMIAEMBIX PeCYpPCoB cucTeMbl. Kaxbli cOTpy/IHHK (TIpH MpHeMe Ha paboTy) IOmKeH
TIOMHCEIBATh O0A3aTeNLCTBO O COOMOJCHMH M OTBETCTBEHHOCTH 33 HapyIICHHC
YCTAaHOBJIEHHBIX TpeGoBaHHiH 110 coxpaHenuio I1/1H VYupexieHus.

O6pabotka Il B xomnonentax UCTIIH YupexaeHus 10/DKHA NPOUSBOAUTECH B
COOTBETCTBUH C YTBEPKICHHBIMH TEXHOIOTHYECKHMH MHCTPYKIIMAMH.

6.8. PernameHTanus NpoLeccOB OOCTYKHBAHHA W OCYLUECTBIICHIA MOAHGUKALHH
annapaTHbIX 1 IPOTPAMMHBIX PECYPCOB

B nensx mojmepkaHus pexnMma HHGOPMALHOHHOW Oe30MacHOCTH  allapaTHO-
nporpaMMHasi  KOH(MIypaitusi —aBTOMATH3MPOBAHHBIX palouMx MecT COTPYNHHKOB
YupexeHus, ¢ KOTOPhIX BO3MOXeH JIOCTYN K pecypcam KHGOPMALIMOHHON CHCTEME,
NODKHA ~ COOTBETCTBOBATH  KPYTy  BO3NIOXKCHHBIX HA  JaHHBIX noJib30BaTenei
(QyHKIMOHAIBHBIX 00A3aHHOCTEH.

B KOMIIOHEHTaX MH(POPMAIIHOHHOM CUCTEMBI M Ha paboumx MeCTax Tonb30BaTesIeH
JIOJDKHB! YCTaHABIIMBATECS M HCTIONB30BATECS JIUIEH3HOHHBIE NPOrPaMMHBIE CPEZICTBA.

6.9. OBeclicueHMe ¥ KOHTPONb (DH3MYECKOH LENOCTHOCTH (HEH3MEHHOCTH
KOH(UTYpaIIHy) anmapaTHBIX pecypcoB

OGopyzoBaHHe HHPOPMALHOHHBIX CHCTEM, HCIIONB3YeMOe UL JOCTYTA M XpaHEeHUA
T1/l4, K KOTOPOMY AOCTYNl OGCIYXHBAIOILETO MEepcoHana B MPOLECce SKCILTyaTallin He
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TpebyeTcst, ocie HaNal04YHBIX, PEMOHTHBIX W HHBIX paboT, CBI3aHHBIX C JOCTYNOM K €ro
KOMITOHEHTAM JIOJDKHO 3aKpBIBAaThCS.

6.10. Tlox6op M MOLTOTOBKA MepCoHaa, 00y4eHue TOJIBE30BaTeNEN

TTonszopatenu VICTJIH YVupexaeHus, a Taloke PyKOBOSIIMH H 00CTYKUBAIOLIHH
[EpCoHas JOIDKHBI OBITh O3HAKOMJEHBI CO CBOMM YPOBHEM NIOJIHOMOYMH, a TaKXe
OpraHU3aHOHHO-PACTIOPS/THTENBHOM, HOPMATHUBHOM, TEXHH4YECKOH U IKCILTYyaTALIHOHHOK
IOKYMEHTAIIHEiA, onpeensioweH TpeboBaHIs H TTOPSIOK o0OpaboTky T1/1H B YUpexaeHHH.

O6ecrieaenne OesomacHocTd [I[[H BO3MOXHO TOJBKO IIOCNE BBIPAOOTKH Yy
Mo/B30BaTeNell  ONpeleneHHoM KyNbTypbl paboThl, T.€. HOPM, 00s3aTeNbHBIX TS
MCIIOJIHEHHS BCEMU, KTO paboTaeT ¢ MH(OPMALHOHHBIMH DeCypcaMmi YHUpPeKICHWS. K
TAKAM HOPMAM MOHO OTHECTH 3alpelleHUe MOOBIX YMBIIUIEHHBIX WIH HEYMBIIUICHHBIX
JNeHCTRYIA, KOTOphIe HAPYIIAT HOPMATBHYIO paboTy KOMIIOHEHTOB WUCTIdn YupexneHus,
BBI3LIBAIOT JCMOMHHTEIbHBIE 3aTpaThl PeCypCcoB, HapyHIAKOT LEIOCTHOCTD XpaHUMOH |
obpabarbiBaeMoil  MH(QOpPMAllMM, HapyIIAlOT HHTEPECHl  3aKOHHBIX NONB30BATENEH,
BIIaf€E/BLEB WX COOCTBEHHHKOB.

Bee nombzoBarenn MCIIJIH  YupexaeHus TOMKHBI OBITH O3HAKOMJICHBI C
OpraHW3alHOHHO - PACTIOPSIMTENbHBIMH JIOKYMEHTaMH 110 obecrieueHn0 Oe30MaCHOCTH
[/lz YupexmeHus, B 4YacTH, HX KaCaiOMEHCs, JODKHBI 3HaTh W HEYKOCHUTEILHO
BBINOJHATS MHCTPYKIMM M 3HAaTh OOIIHe OGA3aHHOCTH IO 00eCTIeUEHHIO 6e30macHOCTH
[1/In. JoBejeHue TpeOOBAHMH yKa3aHHBIX JOKYMEHTOB /IO JIHI, JAOMYIICHHbIX K obpabotke
saumriaeMbix T1JIH, JOIDKHO OCYIIECTBIATECS MO POCIIHCE.

6.11. OTBEeTCTBEHHOCTh 3a HAPYIIEHHSA YCTAHOBJIEHHOTO IIOpAMKA II0NB30BAHUA
pecypcaMi HHOPMAIIHOHHON CUCTEMBI

Mepa OTBETCTBEHHOCTH IlepcoHaNa 3a JEHCTBUs, COBEPLUCHHBIC B HapyllCHHE
YCTAHORJEHHBIX [IpaByul obecneuenus Ge30macHox paborte! ¢ [1JIH, JOMKHA OTIPENENATECA
HAHECEHHBIM YLepGOM, HATHUHEM 3/10T0 YMBICIA M APYTHMH PAKTOPaMK 110 yCMOTPEHHIO
PYKOBOJCTBA Y YpeXIeHHS.

T peanu3aliuy NPUHIMIIA MEPCOHATLHON OTBETCTBEHHOCTH Monb30BaTeNeH 3a CBOU
AeACTBHS HEOOXONMMBI:

= VHAMBHIyalbHAS WICHTH(UKALKA TOJB30BATENeH M HHUILMAPOBAHHBIX MMH
IPOLIECCOB, T.€. YCTaHOB/IEHHE 33 HMMH wientuoukaropa (login, Username), Ha Oase
KOTOPOro 6yeT OCYLIECTBIATECA PasTPaHHYeHHe JOCTYNa B COOTBETCTBUM C NPHHIMIIOM
000CHOBAHHOCTH IOCTYIIA;

- MpoBepKa [OTMHHOCTH  I10J1b30BaTeNeH (ayrenTuuKalMA) Ha OCHOBE
napoJew;

— peaKuus Ha TONBITKA HECAHKLMOHMPOBAHHOTO JOCTYNA (cMTHANU3aLHA,
OIOKMPOBKA U T.1L.).

6.12. Cpencrsa obecneyenns GesonacHoctu I1]1H

Jlns obecrievernss MHGOPMAILMOHHON 6e30MacHOCTH YUPEKICHHUS HCIOIB3YIOTCA
CclleQyIOIMe CpeCTBa 3aLIHThI:

PuzHvecKye CPEeNCTBa 3allUThl

@uspueckye Mepbl 3AIUMTHI OCHOBaHbI Ha TMpPHUMEHEHWH pasHoOro  poja
MEXAHHUECKHX, MEKTPOHHBIX WIH 3NEKTPOHHO-MEXAHHYECKHUX YCTPOHCTB U COOpYKEHUH,
CTIELHANEHO TIPEHA3HAYEHHBIX MUT CO3JAHUS QU3MIecKiX TIPENSATCTBUH Ha BO3MOXHBIX
NyTAX MPOHHKHOBEHHWS H JAOCTYNa MOTEHUMANBHBIX HapylouTened K KOMITOHGHTaM
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cHcTeMsI 1 3amuiaeMsiM [[H, 4 TakKe TEXHAUECKUX CPEJICTB BH3YATBHOTO HAOMOACHNS,
CBA3H H OXPaHHOW CHIHaTH3aLMH.

Ilns obecredenus (usuaeckoll 6e30MacHOCTH KOMIIOHEHTOB UCTT[IH meobXoauMo
OCYWIECTRIATh Pl OPTFaHM3aUMOHHBIX H TEXHHUYECKHX MEpOTIPUATHH, BKIOYAIOLIUX!
TIpOBEPKY 00OPY10BaHHA, peHA3HAYEHHOT 0 UTd obpabotku I1/1H, Ha:

e HaJIHYME CIIELMATEHO BHEIPEHHBIX 3aKIaHBIX YCTPOHCTB;

— BBEjlCHME ONONHUTENLHBIX OIPAHMMEHUH MO JOCTYNy B TOMELICHHA,
npeHa3HaYeHHbIe UL XPaHEHHS H obpabotku I1/1H;

= oGopynoBaHHe cHCTeM HH(MOPMATH3aUMH YCTPOHCTBAMH 3ALLMTH OT cboeB
3MEKTPONUTAHUA U [IOMEX B JINHUAX CBSA3H.

TexHudecKHe cpelcTBa 3allUThI

Texuuueckue  (aNmapaTHO-TPOrpaMMHBIE)  Mepbl  3AlIMTHL  OCHOBAHBL  HA
HCIIONG30BAHUH  Pa3/MUHBIX IEKTPOHHBIX YCTPOHCTB M CIHELMATGHBIX TPOrpaMM  H
BBITIOTHAIOIIMX {CAMOCTOATENBHO MM B KOMIUIEKCE C IPYTHMH cpencTBaMi) QYHKIIHH
3aMTh! (MACHTHOHKALMIO H ayTeHTH(GUKAIIO IOTb30BaTeNel, pasrpaHAteHHe N0CTyna K
pecypcam, peTHCTPALIMIO COOBITHI, KPHITOrPagireckoe 3aKphITHE UHGOpMAHH U T.1.).

C y4eToM Beex TpeOOoBaHHii 1 IPHHLMIIOB 00eCTICYEHNUS 6esonacHocty I1/1H Mo BceM
HANpaRIEHHSIM 3alIUTH] B COCTAB CHCTEMBI 3allMThi JOJDKHb OBITH BKJIOYEHBI CIETYOIIHE
CpencTBa:

- CpeICTBa pasrpaHHYeHHA HOCTYIIA K JaHHBIM;

- CpeNCTBa PerucTpaluy J0CTYNa K KOMIIOHEHTaM “HGOPMALIMOHHON CHCTEMBI
¥ KOHTPOJIS 33 HCTIONB30BAHHEM HHQOPMALIHY;

- CpENCTBA pearHpoBaHHs HA HAPYUIICHMA  peXuMa HH(QOPMALMOHHOM
6e30macHOCTH.

Ha Texuuueckue CpejICTBA 3ailUThl BO3NAracTcs PEIieHHe CICHYFOMMX OCHOBHBIX
3a71a4:

- MACHTHQUKALXS U ayTeHTHhHKALMSA T0J1b30BaTeneii Ipy NOMOLM HMEH HIH
crieLMaIbHBIX anmapaTHbIX cpencts (Advantor, Touch Memory, Smart Card u T.11.);

- pernaMeHTaius 1 YupexIeHHe JOCTYTIOM Honp30BaTelieit B IOMEILEHHS, K
(U3MHECKUM U JIOTHIECKHM YCTPOHCTBAM;

o 3aIUTa OT NPOHUKHOBEHHS KOMIIBIOTEPHBIX BHPYCOB H PaspyLIHTENIBHOIO
BO3ZEHCTBHA BPEIOHOCHBIX TIPOIrpaMM;

~ perucTpauusi Bcex JeHCTBHH [ONB30BaTeNnsd B 3ALIMINCHHOM JKypHAIS,
HATHY#E HECKOIBKIX YPOBHEH PErHCTPALINH;

- 3aIMTa JAHHBIX CHCTEMBI 3alIMTBI Ha (aiIoBOM cepBepe OT [NOCTyrNa
[O/B30BaTENeH, B UbH JOJDKHOCTHBIE OGS3aHHOCTH He BXOIMT paboTa ¢ WH(OpMAIWH,
HaxoaA1Ueics Ha HEM.

CpenctBa HleHTUHKALMY U 3y TEHTH(UKAIIMH TIOJIb30BATENEN

B umemsx npeforBpaiieHus paborel € pecypcamu HUCIIn VYupexneHus
MOCTOPOHHHX JHML, HEOOXOMMMO OOECreyHTh BO3IMOXNKHOCTH pacriosHaBaHWA KaXIIOTO
JIeTaIBHOIO MOJB30BaTesl (WIM TIPynN Tonb3oparened). s UACHTHOUKALHH MOTIYT
NIPHMEHSTECS Pa3IMIHOTO POJA YCTPOWCTBA: MArHHTHBIE KapTOYKH, KIIOYH, KIOYCBBIC
BCTABKH, JUCKETHI U T.I1.

AyTtenTuduKamma (NOATBEPKIACHUE MOIMHHOCTH) TIOJTB30BATENICH TAKXKE MOXKET
OCYIIeCTBIIATBCA:
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—  [yreM NpOBEPKM HAMMYUSA Y IIONB30BATENCH KaKux-JHOo CrelHaIbHBIX
YCTPOMCTB (MarHMTHBIX KapTOUEK, KJIIOUeil, KITIOYEBBIX BCTABOK M T.A.);

~  IyTeM NpOBepKH 3HaHUA HMM Naposei;

—  [yTeM TpPOBEPKH YHHMKANbHBIX (U3MHYECKHX XapakKTEPUCTHK M [1apamMCTpoB
CAMUX TOJIL30BaTe el IIPH IOMOIIIH CHELHATbHBIX GHOMETPHYECKHX YCTPOHCTB.

CpencTBa pasrpaHUU€HHUs 10CTyTIa

30HBI OTBETCTBEHHOCTH M 3a@4d KOHKPETHBIX TEXHHHYECKHX CPE/CTB 3allUThL
YCTaHABIUBAIOTCS MCXOAf M3 MX BO3MOMKHOCTEH M SKCILTYaTalHOHHBIX XapaKTEPHCTHK,
OTMHMCAHHBIX B JJOKYMEHTAlIMH Ha JaHHbIe CPEACTBA.

TexHHUeCKHe CpeNCTBa pasrpaHHueHus JOCTYNa AOIDKHBI 110 BO3MOXHOCTH OBITB
COCTABHOIK YaCThIO €MHOM CHCTEMBI KOHTPOJA AOCTYIIa:

- Ha KOHTPOJUPYEMYIO TEPPHTOPHIO;

- B OTJ€/IbHbIE TOMELIEHHUS,

- K KOMIOHEHTaM HH(OPMALKMOHHOH Cpelsl YUpemIeHHs W 3NeMEHTaM
cucTeMbl 3ammThl [1J{H (Gr3ngeckuit oCTym);

- K HHQOPMAlMOHHBIM pecypcaM  (IOKYMEHTaM, HOCHUTEIIM WH(POPMALIHH,
(paitnam, HabopaM JaHHEIX, apXHBaM, CIIPABKaM H T.1.);

— K aKTHBHBIM pecypcaM (TIPHKIaIHbIM [IporpaMmam, 3a/j1a4am U T.IL);

- K ONepaIMOKHOl CHCTEME, CHCTEMHBIM IPOTPaMMaM H IIporpaMMam 3allliThL.

Cpencrsa obecneuenus ¥ KOHTPOJS I1ENIOCTHOCTH

Cpenctea ofecrieueHHs UEJOCTHOCTH BKIIOYAOT B CBOM COCTaB CpeICTBa
Pe3epBHOTO  KONMMPOBAHHS,  IPOTPaMMB AHTHBMPYCHOH  3allMThl,  MPOrpaMMBI
BOCCTAHORJIEHHS LIEIOCTHOCTH ONEPALMOHHOM cpefibl H 623 JaHHBIX.

CpenctBa  KOHTPOJIS  IEJIOCTHOCTH MHQOPMALMOHHLIX ~ PECYPCOB  CHCTEM
TpefHA3HAYEHbl Uil CBOEBPEMCHHOrO OOHApyXKeHHs MoAM(HKAMH WIH HMCKaXeHUs
pecypcoR cucTeMbl. OHM TO03BOMSIIOT OOGECTICYHTH MPABAIBHOCTH (YHKIMOHHPOBAHH
CHCTEMBI 3aILHTHI U LIeJOCTHOCTh XpaHUMOH ¥ 06pabaTsiBaeMoi HHGOPMALHH.

KOHTpONb 11eJ0CTHOCTH MH(OpMAaLMK H CPeACTB 3aLUTEL, C LEAbIO obecredcHUs
HeM3MEeHHOCTH MH(MOPMAIMOHHON cpejibl, OTIpe/ieNIeMOH TIpeyCMOTPEHHOM TEXHONOTHEH
00paboTKkd, ¥ 3alUTBL OT HeCaHKIIMOHUpOBaHHOH MoxuQukankd [IIH JIOmKeH
o0ecrieunuBaTbC:

- CpPeICTBAMH pa3rpaHHueHHs 1OcTyna (B IOMEIUEHHs, K JOKyMEHTaM, K
HOCUTENSIM HHPOPMALHMH, K CepBepaM, TOTHYECKUM YCTPOHCTBAM 1 T.IL);

- CpeACTBaMH JIEKTPOHHOK MOATIHCH,;

— CpeICTBaMHM  IIOfICYeTa  KOHTPOJBHBIX  CYMM (s KCTIONB3yEMOro
TIPOrPAMMHOT0 00ECIIEYEHH ).

CpezcTBa ONepaTHBHOTO KOHTPOJIS H PETHCTPAIMH coObITHIT 6€30I1aCHOCTH

Cpencrea OOBEKTHBHOIO KOHTPOJA JOJDKHEI obecrieynBaTh OOHApYXeHHE W
PETHCTpALIMIO BeeX COOBITHH (neHcTBHi noassosareneii, monsitok HCJl u T.11.), KOTOpBIE
MOIYT TIOBIEYb 32 COOOH HapylieHHe Oe30NaCHOCTH M NPUBCCTH K BOSHUKHOBCHHIO
KPH3UCHBIX CHTyaliil. AHan¥3 coOpaHHOH CpEACTBAMH pPErucTpariy uH(popMaLUH
[103BOJIAET BHISBUTH (PAKTHI COBEPLICHHS HAaPyLICHHH, X XapaKTep, MOLCKa3aTh METOI €ro
pacclefioBaHus W cnocoOBl NOMCKA HAPYIIMTENs M WUCHPABICHHMA CUTYardi. Cpenctsa
KOHTPOSA K PErUCTPALIUHA JAOIDKHBI IPEI0CTABIATE BO3MOXHOCTH:
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- BeleHMS W 4HATM3a JKYPHANOB perucTpauyu coObuit  Ge3omnacHoCTH
(CHMCTEMHBIX XXyPHAIOB);

- MONyueHHs TBEPHOH KomuM (MlevarH) d>ypHana perHcTpanid cOOBITHH
0€e3011acHOCTH;

~- YIIOPAAOYEHHs. XKYPHANOB, & TaKkKe YCTAHOBICHHA OTpaHUYCHHH Ha CPOK HX
XpaHeHHs,

- OIEpPaTUBHOTO ONOBEIIEHHs OTBETCTBEHHOIO 3a OpraHK3alMIo 0bpaboTkH
I1J1H 0 HapyILIeHHAX.

[lpu perucTpaiy cOOBITUH 0€3011aCHOCTH B XypHane NOJDKHA bHUKCHPOBATECS
crieyrolnas HHGopMaLus:

— 1aTa U BpeMs coOBITUS;

- HaeHTU(GHKATOP CYOBEKTa, OCYILECTBILTOILErO PETHCTPUPYEMOE JCHCTBUE;

- neticTBUE (THIT JOCTYHA).

6.13. Kownrpoib 3yeKTUBHOCTH CHCTEMBI 3aLIIHTEI

Kontpons 3ddexTuBHOCTH 3aKMThI [1][H OCYINECTBIAETCA € LENBI0 CBOCBPEMEHHOTO
BBISBJIEHHS U TpefoTepameHus yreuku I1/IH 3a cueT HeCaHKIMOHMPOBAHHOrO NOCTYTIa, a
TaKKe MpeNyNpeXICHHs BO3MOXHBIX CIIEIHATBHBIX BO3/I€HCTBUI, HAIIPABICHHBIX Ha
yauurokenne [1[H, paspylieHHe CpeacTs nHpopMaTH3aud. KOHTPOIE MOXET
[IPOBOUTLCS NPHUBIEKAEMBIMH VIS STOH LETH OpraHU3auMAMY, HMCIOIIMMH JTHLCH3HIO Ha
3TOT BHJI IEATENBHOCTH.

OueHka >0hdexTUBHOCTH Mep 3ammThl [1/IH IPOBOAMTCSA C HCHONBE3OBAHUCM
TEXHHYECKMX W TPOTPAMMHBIX CPEICTB KOHTpONA Ha MPEIMET  COOTBCTCTBHA
YCTAHOBJIEHHBIM TPEOOBaHKSIM.



